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GUIDELINES

    OIT may at any time choose to monitor traffic throughout the Residential Network for security reasons. All users are responsible for any traffic originating from any computer they have logged in from and from traffic, possibly from other people, connecting through a hub (Ethernet or wireless) that the user has setup in their room.

    OIT will provide support for getting connected for versions of Windows and MacOS operating systems supported by the vendor. If you wish to use a different operating system, such as Linux, you must make sure it can support DHCP to automatically obtain its IP address.

    Students may run servers on their computers but they will only be accessible within ResNet. Illegal MP3, ftp or other illegal servers are a violation of the UMBC Policy for Responsible Computing and a student caught running any such service is subject to judicial review by the university. 

    The UMBC Policy on Responsible Computing applies to all ResNet connections and forms the basis for all disciplinary actions taken by the university.OIT may at any time deactivate a user's access for failure to comply with these guidelines. Users should also be aware that placing their computer on the network is a security risk. Their computer may be attacked or pick up a virus that may cause damage to files. OIT is not responsible, and cannot be held liable, for any possible security breaches of any computer utilizing Resnet or the campus wireless network.

RELATED POLICY REFERENCES:

IT-01 UMBC Policy for Responsible Computing

IT-03 UMBC Guidelines for Using Electronic Mail (draft pending approval)

OIT-01 OIT Incident Handling: Denying Account/Network Access

RESPONSIBLE ORGANIZATION:

    UMBC Office of Information Technology

    oit@umbc.edu

    http://www.umbc.edu/oit
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GUIDELINES

    IT security investigations at UMBC may often involve information of a personally or legally sensitive nature. OIT works closely with UMBC Legal Services, Campus Police, and Student Judicial Affairs on all such investigations concerning sensitive information. In the event an IT security investigation is of a sensitive nature those organizations will take lead responsibility and be responsible for all information dissemination. As a result, OIT may not be able to respond fully to your report of such an issue other than to acknowledge that the report has been received and will be acted upon. We ask you to understand that, while we may not be able to tell you just what has happened, we greatly appreciate any information that you may provide regarding possible security issues.

In addition, OIT security team will store all information associated with an investigation in a manner that protects the confidentiality of the information.

